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Abstract: Software testing is the most important step in a software development. This step ensures that software 

products are good enough and fit to users’ requirements. There are many testing strategies proposed by 

different scientists and developers. Symbolic execution is one of software testing techniques that are commonly 

used. In symbolic execution, the inputs of testing progress are not crisp variables but symbolic variables. Apart 

from test case generation, constraint solving is also a challenge of symbolic execution as well. In this paper, we 

proposed a model based on multi-track automata to solve constraints in symbolic execution. The 

implementations show that our proposed model is more effective than other related method in constraint 

solving. 
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I. INTRODUCTION  

Any software needs to be tested before broadcasting. Many security and effective testing applications have 

been introduced. The purpose of these applications is to check whether certain properties of a program satisfy 

any possible usage scenario. There are three basic techniques of software testing including Black box testing 

(testers do not know about the internal structure, design or implementation of the item being tested) and White 

box testing (the testers do know about the internal structure, design or implementation of the item being tested) 

[1] and gray box testing. Gray box testing is known as a combination of Black box and White box testing. The 

internal structure in gray box testing is partially known.  
 

Based on these strategies of software testing, there are many different techniques that have been used 

including static testing (manual testing) [2], functional testing, dynamic testing, structural testing and symbolic 

execution testing [3], [4].  
 

Symbolic execution and concrete execution are the most common strategies in software testing. Symbolic 

execution was proposed by King et al. [5]. Symbolic execution is a program analysis method used to execute a 

program by symbolic values. The property was considered in most cases in the execution. Symbolic execution 

often explores multiple paths that a program could take under diff erent inputs. This means that the checked 

property of a program is guaranteed [6]. 
 

Apart from the beneficial characteristics, symbolic execution also has some challenges such as  

 Memory: symbolic execution may causes the path exploration. The memory could rises rapidly from 

handling pointers, arrays, or other complex objects. 

 Environment: the interactions across the software stack also need to be cared in testing process.  

 State space explosion: using symbolic input instead of concrete common input makes the path 

exploration. This leads to the difficulty in solving the state space exploration as well.  

 Constraint solving: how can constraint solver work on a software testing? In the testing progress, it 

maybe have to deal with a huge amount of constraints. 
 

Symbolic execution uses white-box strategy in order to determine the suitable inputs for testing progress. 

Then, the conditions at each branch are added to a path condition containing the constraints that reach to that 

point in program. Moreover, the feasibility of each branch is checked via the satisfaction of path conditions. 

Here is an example of symbolic execution (Figure 1) [7]. 
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Fig. 1 The source code 

 

The result of symbolic execution is formed as a tree (Figure 2 below) 

 
Fig. 2 The result of test case generating using symbolic execution 

 

In symbolic execution, string constraints are very common inputs and attract much attention of researchers 

and tester as well because of the hard manipulation [8]. String constraints involve strings and integers. Many 

string constraint solvers have been proposed [9, 10, 11]. Available constraint solvers met the challenges such as 

not combining integers and floating point expressions [12], each path conditions having a limitation on the 

number of constraint or disadvantage in state space search [13], …. Automata based methods are very effective 

in proceeding string constraints. Sherman and Harris [10] used weighted automata in a model to preserve the 

one to one relation between strings coded by this model and input string values. The real-world string 

constraints were used to implement this model has been implemented. Weighted automata model is not effective 

as traditional one but it is better in maintaining correctness in solution counts. Symbolic automata learning was 

also used to improve concolic execution [14]. 
 

In this paper, we propose the automata based model that can solve constraints effectively. Multi-track 

automata is used in this model. The rest of this paper is structured as follows. Section 2 presents some related 

works. The methodology of proposed model is given in Section 3. The experiments of applying proposed model 

are shown in Section 4. Some conclusions are presented in Section 5.  

II. RELATED WORKS  

All programs needs to be tested. To do this effectively, people have to know about the fundamental of testing 

consisting of the principle, goals, techniques and strategies of software testing.  In [15], Sawant et al. presented 

in detail every concepts of software testing. The differences among software testing techniques were also 
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explained and the differences between testing and debugging were stated in this paper. Jamil et al. [16] 

introduced the existing testing methods based on the mentioned classification of testing method techniques and a 

software testing life cycle. Besides, the testing process was enhanced by various methods such as automation 

test, agile, test driven development. In this paper, authors stated that the simulation tool also supported 

effectively in software testing. Thus, simulation model based software testing techniques would develop. 
 

Symbolic execution used symbol inputs instead of discrete inputs. It was used to check if some certain 

properties can be violated [6]. The symbolic execution was also integrated with search-based testing in 

programs with complex heap inputs [17]. In this way, the test cases were generated automatically. Symbolic 

execution was used in order to generate path conditions. The obtained path conditions were formed as an 

optimal problem. This problem was solved by search-based techniques. A survey of symbolic execution and 

other associated techniques was done [18]. In this research, the challenges and promising applications of 

symbolic execution were also presented. By transferring constraint satisfaction problems to different C++ 

programs and useing KLEE, Tracer-X, and LLBMC tools to test, symbolic execution was evaluated in 

reasoning ability [19]. The obtained results are so good but there is still redundant constraints that need to 

remove. Other researches related to symbolic execution were also introduced [20-26].   
 

Automata is used as an effective tool in constraint solving. A model that generated test cases by timed 

automata was proposed to check electronics controllers in term of functionality [27]. The test cases in this model 

were generated by rules in order to maintain their stability and history irrelevance. Although testing workload 

was reduced, the main limitation of this model is running on a virtual testing environment because of 

unavailable environment for model testing. Aichernig et al. [28] proposed an automata learning and applied this 

model in real world software systems. Contribution of this research is presenting the black-box components by 

symbolic execution with high coverage. This model can be improve on complex systems. Simone Vuotto et al. 

[29] proposed a test generation algorithm based on automata. SpecPro is a library for analysis and development 

support, typically in cyber-physical systems’ formal requirements. Using this proposal on SpecPro, developers 

are free from generating test burden to reach a high stated coverage. Clun et al. [14] used symbolic finite state 

automata (SFA) in proposing two algorithms for reducing number of queries (by 96% on implementations) in 

the convergence progress. Finite state automata and concolic execution provided the effective tools for 

improving the membership queries in term of information efficiency. It also enabled the new class definition of 

symbolic membership queries as well. 
 

Yu et al. [30] used multi-track automata in order to verify relational string. A regular approximation of word 

equations was performed using multi-track automata. Based on the obtained results, the experiments on different 

benchmarks were presented. This model successes in handling string system verification problems. Aydin [31] 

also studied multi-track automata in his doctoral dissertation to handle relation and mix constraints. The 

precision of constraint solver was improved. Multi-track automata benefits in representing the relations among 

different variables. The detail of constructing final automata for input formula and other related aspects were 

also presented. 
 

Our research aims to construct a model based on multi-track automata and apply this model in string 

constraint solving. 

III. STRING CONSTRAINT SOLVER BY MULTI-TRACK AUTOMATA 

A. Main ideas 

Single-track automata based models generate an automaton for each input variable. Thus, in testing progress, 

the number automata of equals to the number of input variables. However, in symbolic execution, there are 

many inputs consisting of various variables. In this case, single automata based models meet the difficulties in 

constraint analysis. Multi-track automata based models overcome this limitation by generating an automaton for 

an input formula including different variables together with operations. By using multi-track automata, the 

relation among variables is determined and analyzed. The constraint solver are constructed in this research. The 

result of this constraint solvers is counting solutions. 

B. Methodology 

Denote  is a given a formula then the formula obtained by replacing constant s in all places of variable v is 

. The truth set of  for variable v is defined as . A Deterministic Finite 
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Automaton (DFA) M is a tuple of 5 items M=(Q; Σ; δ; q0; F) with a set of states Q; an input alphabet Σ; a state 

transition function δ: Q × Σ Q; an initial state q0  Q and a set of final states F ⊆ Q. Let M is a DFA, (M) is 

the set of strings that are accepted by M. The operations  on automata M1 and M2 provide the automata 

that accept the languages defined by (M1)  (M2) and (M1) (M2) respectively. The language defined as 

Σ∗\ (M) is accepted by an automaton that is generated by operation  on M. The notation  is called as a 

dictionary.  

 

Differ from a DFA, a multi-track DFA is a 5-tuple M = (Q;  δ; ; F). In this 5-tuple, 

 is called as k-track input alphabet with λ Σ is considered as terminal symbol (appearing at the 

end of a string in each track), δ : Q × Q is the transition relation, q0  Q is the initial state, and F ⊆ Q is the 

set of accepting states. In the case of having only one track, a multi-track DFA is equivalent to a single track one.  

Given a formula  and the variables involved in this formula, we construct a multi-track automaton for all 

appearance variables. By doing this, the relations among variables are represented. Comparing with using single 

track automata, this approach obtains better accuracy in solving constraints. A multi-track DFA M satisfying 

(M) =  is called as solution automaton for  It means that the tracks of such DFA are corresponding to the 

variables of . 

 

The general diagram of this model is presented as in Figure 3. 

 
Fig. 3 Framework of proposed model 

 

As shown in figure 3, at first, an input multi-variables formula is separated into smaller formulas (sub-

formulas) and the set of current solutions is empty. Then, a multi-track automaton is constructed to represent a 

sub-formula. Each track corresponds to a variable. After that, the automata that have same tracks (the sets of 

variables are the same) will be combined. Once again, the compatibility of variable tracks is checked. The set of 

current solutions is updated based on the checking results. 
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IV. EXPERIMENTS 

In this section, the proposed model is implemented on different soft wares. Firstly, string solver is applied in 

WU_FTPD, Easy Chair and Mystery. The details of this implementations are presented as in Figure 4, Figure 5 

and Figure 6 respectively. 

 

Fig. 4 Experiment of proposed framework on WU_FTPD  
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Fig. 5 Experiment of proposed framework on Easy Chair 
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Fig. 6.  Experiment of proposed framework   on Mystery 

The summary of typical results of these implementations are provided in Table 1 below. 

Table 1. Experimental results on WU_FTPD, EasyChair, and Mystery 

Example String Integer Iterate PCs Preprocessed Time_outs 

WU_FTPD 192 0 0 7 0 3 

EasyChair 4668 756 21 15 1 0 

Mystery 643123 2526 358 6148 1628 1258 

V. DISCUSSIONS AND CONCLUSIONS 

Using obtained solution automata in mixed constraint solving, the advantages of proposed model include i) 

multi-track automata works well on solving relational constraints; ii) count solution precisely and iii) to 

eliminate the constraints that do not exist the solutions. Thus, the number of automata is decreased in each 

iteration. But this model still has the limitation in time consuming. The run time of proposed model is higher 

than models using string graph approach. The comparison of proposed model with string graph and Bit vector 
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approach is presented in this section. The model is performed in combining with using Java package containing 

a DFA implementation. The detail of experiments to evaluate proposed model in solving mixed constraints will 

be presented in upcoming researches.  

 

In this paper, we proposed a model based on multi-track automata in order to solve constraints in symbolic 

execution. The model is effective in solving the constraints that have relationships with each other. Moreover, in 

this model, the constraints without solutions are removed. This leads to high accurate solution counting. 

 

The limitation of this model is computation time. In future works, we will improve the model to get the 

results in lower cost of time.  
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